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Component-Based Business

FORM

loosely-coupled
business and system
architectures

separate components
providing business
services to one
another via simple
interfaces.

PROCESS

separate / parallel
responsibility for
whole and parts

« development
¢ management

« whole procures parts

explaining
components

PURPOSE

accommodate rapid
change

economies of scale
through reuse.

MATERIAL

e component as coherent
package of capability

e software
¢ business operations

e component possesses
character

Three Laws of

Robotics
(Isaac Asimov)

3 Laws of
Components
(CBDi Forum)

1. A robot may not injure a
human being, or, through
inaction, allow a human to
come to harm.

2. A robot must obey orders
given to him by human beings
except where such orders
would conflict with the First
Law.

3. A robot must protect its own
existence as long as such
protection does not conflict
with the First or Second Law.

1. A component must be safe to
use - it doesn't introduce any
new or incremental risks for
the user - whether privacy or
otherwise.

— No side effects, no leaks, no
feature interaction.

2. A component must deliver the
services demanded of it.

3. A component must look after
itself. It must be viable, it must
protect itself from harm.

4
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Component-Based Business

Trusting
Interfaces

Predictable Response

— Generic Specification

— No side effects

— Stable Encounter

Range of Implementations
— Detailed Specification

FORM PURPOSE
e trust is an absence of  not-trusting is very
not-trust expensive - demands

lots of duplicate effort

 not-trusting is often not
available or viable

* impersonation
« repudiation

e trust is a lubricant of
business relationships
(absence of friction)

< explaining trust :

PROCESS MATERIAL
« shielding organizations e trust may be
and systems from non- represented by tokens

trust « trust may be embedded
* delegating trust and in keys
security to third parties « integrity of these
« containing exposure to mechanisms may be
bad behaviour by others secured by encryption
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Component-Based Business

WHAT
« placing trust in the
component itself
» making a judgement
based on signs of the
intrinsic trustworthiness
of the component itself

WHOM

« placing trust in the

source of the
component

making a judgement
based on signs of the
trustworthiness of the
developer or broker

¢ Access Services
« Deploy Solutions

risk

trusting a
component
HOW WHERE

« placing trust in the way « placing trust in the

the component is to be robustness of the whole

used system
 wiring the component  architectures

into your system in a . -

way that protects your policies

system from rogue

component behaviour
Processes for

Trusting

Components ...
CONTROL
¢ Regulation
¢ Enforcement risk
PROCUREMENT SUPPLY
e Assess & Select THREE ¢ Build Components
Components LAWS OF « Provide Services
¢ Assemble & Test Solutions COMPONENTS
USE

...and for

Delegating Risk
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Component-Based Business

« how can | protect
myself from
untrustworthy
components?

how can we forestall,
detect and control
breaches of trust?

« how can we exclude
rogues (including
sleepers)?

USER

trust agendas :

REGULATOR

VENDOR

how can | ensure that
my components are
recognized as
trustworthy?

ROGUE

« how can we look
respectable?

for how long do we
have to remain
respectable, before we
can reveal our true
nature?

ECONOMICS of TRUST

The value of the
underlying business?
The potential losses
arising from abuse?
The cost of displaying
the signs of trust?

ECONOMICS of MIMICRY

The incentive to abuse
the trust?

The incentive to mimic?
¢ The cost to mimic the
signs?

STRATEGIES
Faking trusted signs
Attaching to / taking
over trusted things
Mingling with trusted
things
Sleeping until trusted
Borrowing trusted
identity

mimicry
of the signs of trust

)3

PHYSICAL EXAMPLES

Counterfeit Products
« refilled beer cans
¢ Pirated (software)
CDs
e “British” beef
Spurious employees,
consultants
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Component-Based Business

/| impersonation |
is this really — :
from them? | hacked-in |

trusting
enterprise
e | brand - image or reality? |

are they really
as solid as they

press conspiracy? |

seem?

virtual enterprise? |

do they take
this seriously?

/ | “strategic” announcement |

non-strategic product |

| partner commitment |

Context:
Component
Selection Process
r
Assess Assess Sign
Requirement for Component
9 Trust Trustworthiness Sign
Sign

Trustworthiness
Yes, we can.

Component
A 4
Assess
Trust-Sufficiency
of Component
s
Can we fix it? 9 Component
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Component-Based Business

above
detection

trust

within
encapsulation

beyond
contract

break
encapsulation

...............

once more unto -«
the breach ...

abuse

mistrust

Level of
trust
available

Trust and
Transaction

Level of
trust
required

Performance Ambiguity

Transaction Type Goal Congruence (Product Uncertainty)
Market Low Low
Bureaucracy Medium Medium
Clan (Group) High High
[] Source: William Ouchi
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Component-Based Business

Trusting
Collaboration

Typical Situation

Ambitious
programme - many
participants and
stakeholders.

Limited history of
previous
collaboration
between participants.
Can’t win alone and
can’'t wait for

Problems

Each player wishes
to know the
intentions of the
others before
declaring his own
position.

Each player manages
risk and uncertainty
from his own
perspective.

Previous
relationships
between participants
may be inappropriate
for the current

Sensemaking
Uncertainty

Timing /
Synchronization
Trusted Third Party

Implications

Difficult to agree
boundaries and
membership of
consortium.

Difficult to negotiate
mutually acceptable
starting point.

Difficult to
coordinate strategies

Needs

Negotiate a
common
understanding of
the programme and
consortium structure
- sufficient to get
started

Achieve sufficient
clarity for the
consortium to be
robust.

Implement
mechanisms to
maintain stability
and trust, including
risk management,
contingency planning

programme. as programme and conflict
developments v J progresses. resolution.
Risk and
Moral
Hazard
e Why do you need more
information?
. — assurance
* Moral hazard means taking Whv do vou need to withhold
unfair advantage of one-sided info)r/mati)c/)n’?
access to information. . .
Opportunism — commercial sensitivity

- — intellectual propert

— Lack of conscientiousness / p‘ p y
sincerity — costs of providing and

. . supporting information
* One \INr?y ofdgL_Ja;ﬂlng agr]]alnst e Would you prefer to provide
moral hazara 1S throug sensitive information to a regulator
contractual obligations. or trusted third party?

— This can lead to distortion, — regulator needs ways of
inefficiency, inappropriate detecting opportunism and
game-playing and/or excessive incentive incompatibility.
contingency. Ve
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Risk Banking
Brokerage &
Escrow

One of the functions of the risk
broker is to act as proxy risk owner
within company A's risk management
system, for a risk that is primarily of
interest to company B.

In theoretical terms, it changes the
topology of risk (in terms of
power, proximity and interest)
across the organization boundaries.

In practical terms, it's a way of
guarding against moral hazard while
respecting the commercial privacy
and intellectual property of both
parties.

« Risk escrow is a mechanism for
reducing the total risk across one
or more commercial relationships.
It works as follows.

« Companies deposit something with
a risk banker, as a guarantee of
their good faith. This might be
confidential information, or
contingency plans, or simply some
form of risk catalogue. This would
be checked for reasonableness and
kept secure, and only released if
negotiations or processes or
relationships or contracts broke
down (in some predefined manner),

/74
Exampl ¢ Profit
amplée ¢ Cashflow
Small ¢ Uncertainty/Risk
Procurement + Moral Hazard

Scenario

e Customer wants a
tailored training

e Small order now, with
a possibility of larger

* Significant set-up cost
- development &
production of training

a) Set a high price for the training course,

on the assumption that it will only be
course. given once. You are then sure to cover
your costs. Repeat orders result in
excess profits.

orders later. b) Set a lower price for the training course,
on the assumption that it will be given
many times. If this assumption turns out
false, you will lose money.

material. c) Charge the customer separately for the
development and delivery of the training.

Supplier Options

/4
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Example
Large
Procurement

Question
e What is a fair contractual basis for
very large outsourcing contracts?
— Build the next generation of
tank
— Build a computer system for a
whole government
department

What are the key sources of
uncertainty?

What are the key tactics for
avoiding uncertainty?

Issues

There is often an element of research
in the project leading to greater
uncertainty of outcome.

— "We will reuse software
components - but only if we can
find any suitable ones, otherwise
we will build them ourselves."

What is the incentive for the software
supplier to reuse existing software
components, when the customer will
pay for new ones to be built?

Who should bear the risk - or how
should the risk be apportioned? )74

Group
Uncertainty

Uncertainty Graph
Individual Player

Establish who has to be trusted for a
suitable possibility to be created
Establish a scenario for each possibility
looked at

Develop commitments to the groups
and to other stakeholders

Monitor whether commitments of
others respect the offered trust

Switch scenarios when necessary

time >
Uncertainty Graph
Whole Consortium

time

Understand in detail the key resource
to be jointly exploited.

Develop a vision for how value for all
can be generated

Develop a mechanism for changing
individual positions without losing trust
Establish key management functions
(Governance, Accounting, Mediation)
as professional service.

74

v
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Component-Based Business

Politics of
Uncertainty

partners again

Issues
« Time horizon of planning
« Chance of encountering

L~

them this role.

Trusted Third Party?

* Negotiation proxy

 Container for
empowerment

« Some players would like
to position themselves as
“trusted third party” -
but there isn't much sign
of other players granting

4

Cooperation
Build alliances around goals

Establish win-win responses
to risks

Resolve conflicts
Share full information
Trusted mechanisms

Choosing limits of trust
Effective management
demands a span of trust
Identifying members of
consortium requires mutual
negotiation and
empowerment
Trust can be abused
Build relationships before
they are stressed
Maintenance demands
communication

Establishing limits of power

Competition
Use power to place risk

Define organisational
responses

Hide conflicts
Restrict flow of information
Sub-optimisation

Effective management
demands a span of control

Membership by co-option
Power can be usurped
Use stress to reinforce
power

Maintenance demands
secrecy

Inwards and

Outwards
The Trust
Relationship

There is an important link between internal
uncertainty and external uncertainty.

Behaving towards the outside world with clarity and
integrity (i.e. Character) is correlated with internal

cohesion and coordination.

Trust between Partners

During the development phase,
partners may be uncertain what
they can expect of one another

— during the development phase

itself

— during the operational phase
Internal trust damaged by internal
divisions and conflicts, mistrust and
suspicion, cheating and conspiring
and conniving

Trust with Outside World
Do we trust a customer who
comes to us with an alternative
proposition?

Do we expect customers (and
other third parties) to trust our
proposition?

External trust damaged by
inconsistent response to
environmental contingencies.
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Component-Based Business Trust

Sharing
Information

Situation: Boshia Solution: Aid for Aid
* International coalition of * Independent ground research
military forces and aid agencies. and mapping for aid agencies.

» Need to coordinate intelligence
and operations.
» Leakage of information:;
— Russians tip off Serbs
— Turks tip off Bosnian Moslems
» Heavy data security deters
legitimate access.

)4 /4
ﬂ Source: Morgan 1
Relationship
between
Component
& System
Unitary Pluralist Radical
e Interests e Interests e Interests
— Places emphasis on the — Places emphasis on the — Places emphasis on
achievement of common diversity of individual opposition.
objectives. and group interests. « Conflict
* Conflict - * Conflict — Regards conflict as
— Regards conflict as a — Regards conflict as inevitable, leading
rare and transient permanent feature of ultimately to structural
phenomenon. organizations. change.
* Power « Power * Power
— Largely ignores the role — Regards power as a — Regards unequal
of powerin crucial variable. distribution of power as
organizational life. key feature.
y 14 y
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